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§ 1100.27 Exceptions to specific ap-
pointees.

The Commissioner may grant an ex-
ception to a specific appointee from
completing that part of the statement
of employment and financial interests
relating to his investments or other fi-
nancial interests referred to in § 1100.26,
upon making of a determination that
this information is not relevant in
light of the duties the appointee is to
perform.

§ 1100.28 Supplementary statement.
Changes in or additions to the infor-

mation contained in an employee’s
statement of employment and financial
interests shall be reported as of June 30
of each year. Even though no changes
or additions occur, a negative report is
required. The supplementary state-
ment, negative or otherwise, will be
submitted by July 31 of each year. Not-
withstanding the filing of the annual
report, Section personnel shall at all
times avoid acquiring a financial inter-
est that could result, or taking action
that would result, in a violation of the
conflict-of-interest provisions of 18
U.S.C. 208 or this order.

§ 1100.29 Interests of employee’s rel-
atives.

The interests of a spouse, minor
child, or other member of an employ-
ee’s immediate household is considered
to be an interest of the employee. For
the purpose of this order, ‘member of
an employee’s immediate household,
means those blood relatives who are
residents of the employee’s household.

§ 1100.30 Information not required to
be submitted.

An employee is not required to sub-
mit on a statement of employment and
financial interests or supplementary
statement any information relating to
the employee’s connection with, or in-
terests in, a professional society or a
charitable, religious, social, fraternal,
recreational, public service, civic or
political organization or a similar or-
ganization not conducted as a business
enterprise. For the purpose of this
order, educational and other institu-
tions doing research and development
or related work involving grants of
money from or contracts with the Gov-

ernment are deemed ‘business enter-
prises’ and are required to be included
in an employee’s statement of employ-
ment and financial interests.

§ 1100.31 Information not known to
employees.

If any information required to be in-
cluded on a statement of employment
and financial interests or supple-
mentary statement, including holdings
placed in trust, is not known to the
employee but known to another person,
the employee shall request that other
person to submit the information on
his behalf.

§ 1100.32 Confidentiality of employee’s
statements.

Each statement of employment and
financial interests, and each supple-
mentary statement, will be held in con-
fidence. The Section may not disclose
information from a statement except
as the Commissioner or the Civil Serv-
ice Commission may determine for
good cause. Persons designated to re-
view the statements are responsible for
maintaining the statements in con-
fidence and shall not allow access to,
or allow information to be disclosed
from the statement except to carry out
the purpose of this order, or Federal
laws or regulations.

§ 1100.33 Effect of employee’s state-
ments on other requirements.

The statements of employment and
financial interests and supplementary
statements required of employees are
in addition to, and not in substitution
for, or in derogation of, any similar re-
quirement imposed by law, order, or
regulation. The submission of a state-
ment or supplementary statement by
an employee does not permit him or
any other person to participate in a
matter in which his or the other per-
son’s participation is prohibited by
law, order, or regulation.

PART 1101—PRIVACY ACT OF 1974

Sec.
1101.1 Purpose and scope.
1101.2 Definitions.
1101.3 General policy: Collection and use of

personal information.
1101.4 Reports on new systems of records;

computer matching programs.
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1101.5 Security, confidentiality and protec-
tion of records.

1101.6 Requests for access to records.
1101.7 Disclosure of records to individuals

who are subjects of those records.
1101.8 Disclosure of records to third parties.
1101.9 Exemptions.
1101.10 Accounting for disclosures.
1101.11 Fees.
1101.12 Request to correct or amend a
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1101.13 Agency review of request to correct

or amend a record.
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AUTHORITY: Privacy Act of 1974 (Pub. L. 93–
579, as amended, 5 U.S.C. 552a).

SOURCE: 57 FR 24945, June 12, 1992, unless
otherwise noted.

§ 1101.1 Purpose and scope.
The purpose of these regulations is to

prescribe responsibilities, rules, guide-
lines, and policies and procedures to
implement the Privacy Act of 1974
(Pub. L. 93–579, as amended; 5 U.S.C.
552a) to assure that personal informa-
tion about individuals collected by the
United States Section is limited to
that which is legally authorized and
necessary and is maintained in a man-
ner which precludes unwarranted in-
trusions upon individual privacy. Fur-
ther, these regulations establish proce-
dures by which an individual can: (a)
Determine if the United States Section
maintains records or a system of
records which includes a record per-
taining to the individual and (b) gain
access to a record pertaining to him or
her for the purpose of review, amend-
ment or correction.

§ 1101.2 Definitions.
For the purpose of these regulations:
(a) Act means the Privacy Act of 1974.
(b) Agency is defined to include any

executive department, military depart-
ment, Government corporation, Gov-
ernment controlled corporation or
other establishment in the executive
branch of the Government (including
the Executive Office of the President,
or any independent regulatory agency)
(5 U.S.C. 552)).

(c) Commission means the Inter-
national Boundary and Water Commis-
sion, United States and Mexico.

(d) Commissioner means head of the
United States Section, International
Boundary and Water Commission,
United States and Mexico.

(e) Individual means a citizen of the
United States or an alien lawfully ad-
mitted for permanent residence.

(f) Maintain includes maintain, col-
lect, use, or disseminate.

(g) Record means any item, collec-
tion, or grouping of information about
an individual that is maintained by an
agency, including, but not limited to,
his education, financial transactions,
medical history, and criminal or em-
ployment history and that contains his
name, or the identifying number, sym-
bol, or other identifying particular as-
signed to the individual, such as a fin-
ger or voice print or a photograph.

(h) Routine use means, with respect to
the disclosure of a record, the use of
such record for a purpose which is com-
patible with the purpose for which it is
collected.

(i) Section means the United States
Section, International Boundary and
Water Commission, United States and
Mexico.

(j) Statistical record means a record in
a system of records maintained for sta-
tistical research or reporting purposes
only and not used in whole or in part in
making any determination about an
identifiable individual, except as pro-
vided by 13 U.S.C. 8 (Census data).

(k) System of records means a group of
any records under the control of any
agency from which information is re-
trieved by the name of the individual
or by some identifying number, sym-
bol, or other identifying particular as-
signed to the individual.

§ 1101.3 General policy: Collection and
use of personal information.

(a) Heads of Divisions, Branches, and
the projects shall ensure that all Sec-
tion personnel subject to their super-
vision are advised of the provisions of
the Act, including the criminal pen-
alties and civil liabilities provided
therein, and that Section personnel are
made aware of their responsibilities to
protect the security of personal infor-
mation, to assure its accuracy, rel-
evance, timeliness and completeness,
to avoid unauthorized disclosure either
orally or in writing, and to ensure that
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no system of records concerning indi-
viduals, no matter how small or spe-
cialized, is maintained without public
notice.

(b) Section personnel shall:
(1) Collect no information of a per-

sonal nature from individuals unless
authorized to collect it to achieve a
function or carry out a responsibility
or function of the Section.

(2) Collect from individuals only that
information which is necessary to Sec-
tion responsibilities or functions;

(3) Collect information, wherever
possible, directly from the individual
to whom it relates;

(4) Inform individuals from whom in-
formation is collected of the authority
for collection, the purpose thereof, the
uses that will be made of the informa-
tion, and the effects, both legal and
practical, of not furnishing the infor-
mation;

(5) Neither collect, maintain, use nor
disseminate information concerning an
individual’s religious or political be-
liefs or activities or his membership in
associations or organizations, unless (i)
the individual has volunteered such in-
formation for his own benefit; (ii) the
information is expressly authorized by
statute to be collected, maintained,
used or disseminated; or (iii) the ac-
tivities involved are pertinent to and
within the scope of an authorized in-
vestigation or adjudication activity;

(6) Advise an individual’s supervisors
of the existence or contemplated devel-
opment of any system of records which
retrieves information about individuals
by individual identified;

(7) Maintain an accounting of all dis-
closures of information to other than
Section personnel;

(8) Disclose no information con-
cerning individuals to other than Sec-
tion personnel except when authorized
by the Act or pursuant to a routine use
published in the FEDERAL REGISTER;

(9) Maintain and process information
concerning individuals with care in
order to ensure that no inadvertent
disclosure of the information is made
to other than Section personnel; and

(10) Call to the attention of the PA
Officer any information in a system
maintained by the Section which is not
authorized to be maintained under the
provisions of the Act, including infor-

mation on First Amendment activities,
information that is inaccurate, irrele-
vant or so incomplete as to risk unfair-
ness to the individual concerned.

(c) The system of records maintained
by the Section shall be reviewed annu-
ally by the PA Officer to ensure com-
pliance with the provisions of the Act.

(d) Information which may be used in
making determinations about an indi-
vidual’s rights, benefits, and privileges
shall, to the greatest extent prac-
ticable, be collected directly from that
individual. In deciding whether collec-
tion of information from an individual,
as opposed to a third party source, is
practicable, the following criteria,
among others, may be considered:

(1) Whether the nature of the infor-
mation sought is such that it can only
be obtained from a third party;

(2) Whether the cost of collecting the
information from the individual is un-
reasonable when compared with the
cost of collecting it from a third party;

(3) Whether there is a risk that infor-
mation requested from the third par-
ties, if inaccurate, could result in an
adverse determination to the indi-
vidual concerned;

(4) Whether the information, if sup-
plied by the individual, would have to
be verified by a third party; or

(5) Whether provisions can be made
for verification by the individual of in-
formation collected from third parties.

(e) Employees whose duties require
handling of records subject to the Act
shall, at all times, take care to protect
the integrity, security and confiden-
tiality of these records.

(f) No employee of the section may
alter or destroy a record subject to the
Act unless (1) such alteration or de-
struction is properly undertaken in the
course of the employee’s regular duties
or (2) such alteration or destruction is
required by a decision of the Commis-
sioner or the decision of a court of
competent jurisdiction.

§ 1101.4 Reports on new systems of
records; computer matching pro-
grams.

(a) Before establishing any new sys-
tems of records, or making any signifi-
cant change in a system of records, the
Section shall provide adequate advance
notice to:
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(1) The Committee on Government
Operations of the House of Representa-
tives;

(2) The Committee on Governmental
Affairs of the Senate; and

(3) The Office of Management and
Budget.

(b) Before participating in any com-
puterized information ‘‘matching pro-
gram,’’ as that term is defined by 5
U.S.C. 552a(a)(8) the Section will com-
ply with the provisions of 5 U.S.C.
552a(o), and will provide adequate ad-
vance notice as described in § 1101.4(a)
above.

§ 1101.5 Security, confidentiality and
protection of records.

(a) The Act requires that records sub-
ject to the Act be maintained with ap-
propriate administrative, technical and
physical safeguards to ensure the secu-
rity and confidentiality of records and
to protect against any anticipated
threats or hazards to their security or
integrity which could result in sub-
stantial harm, embarrassment, incon-
venience or unfairness to any indi-
vidual on whom information is main-
tained.

(b) When maintained in manual form
(typed, printed, handwritten, etc.)
records shall be maintained, at a min-
imum, subject to the following safe-
guards, or safeguards affording com-
parable protection:

(1) Areas in which the records are
maintained or regularly used shall be
posted with an appropriate warning
stating that access to the records is
limited to authorized persons. The
warning shall also summarize the re-
quirements of § 1101.3 and state that the
Act contains a criminal penalty for the
unauthorized dislosure of records to
which it applies.

(2) During working hours: (i) The
area in which the records are main-
tained or regularly used shall be occu-
pied by authorized personnel or (ii) ac-
cess to the records shall be restricted
by their storage in locked metal file
cabinets or a locked room.

(3) During non-working hours, access
to the records shall be restricted by
their storage in locked metal file cabi-
nets or a locked room.

(4) Where a locked room is the meth-
od of security provided for a system,

that security shall be supplemented by:
(i) Providing lockable file cabinets or
containers for the records or (ii) chang-
ing the lock or locks for the room so
that they may not be opened with a
master key. For purposes of this para-
graph, a master key is a key which
may be used to open rooms other than
the room containing records subject to
the Act, unless those rooms are uti-
lized by officials or employees author-
ized to have access to the records sub-
ject to the Act.

(5) Personnel handling personal infor-
mation during routine use will ensure
that the information is properly con-
trolled to prevent unintentional or un-
authorized disclosure. Such informa-
tion will be used, held, or stored only
where facilities or conditions are ade-
quate to prevent unauthorized or unin-
tentional disclosure.

(c) When the records subject to the
Act are maintained in computerized
form, safeguards shall be utilized based
on those recommended in the National
Bureau of Standard’s booklet ‘‘Com-
puter Security Guidelines for Imple-
menting the Privacy Act of 1974’’ (May
30, 1975), and any supplements thereto,
which are adequate and appropriate to
assuring the integrity of the records.

§ 1101.6 Requests for access to records.

(a) Any individual may submit an in-
quiry to the Section to ascertain
whether a system of records contains a
record pertaining to him or her.

(b) The inquiry should be made either
in person or by mail addressed to the
PA Officer, United States Section,
International Boundary and Water
Commission, 4171 North Mesa, Suite C–
310, El Paso, TX 79902–1422. The PA Of-
ficer shall provide assistance to the in-
dividual making the inquiry to assure
the timely identification of the appro-
priate systems of records. The office of
the PA Officer is located in Suite C–316
and is open to an individual between
the hours of 8 a.m. and 4:30 p.m., Mon-
day through Friday (excluding holi-
days).

(c) Inquiries submitted by mail
should be marked ‘‘PRIVACY ACT RE-
QUEST’’ on the bottom left-hand cor-
ner of the envelope.
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(d) The letter should state that the
request is being made under the Pri-
vacy Act.

(e) Inquiries concerning whether a
system of records contains a record
pertaining to an individual should con-
tain the following:

(1) Name, address and telephone num-
ber (optional) of the individual making
the inquiry;

(2) Name, address and telephone num-
ber (optional) of the individual to
whom the record pertains, if the in-
quiring individual is either the parent
of a minor or the legal guardian of the
individual to whom a record pertains;

(3) A certified or authenticated copy
of documents establishing parentage or
guardianship;

(4) Whether the individual to whom
the record pertains is a citizen of the
United States or an alien lawfully ad-
mitted for permanent residence into
the United States;

(5) Name of the system of records, as
published in the FEDERAL REGISTER;

(6) Location of the system of records,
as published in the FEDERAL REGISTER;

(7) Such additional information as
the individual believes will or might
assist the Section in responding to the
inquiry and in verifying the individ-
ual’s identity (for example: date of
birth, place of birth, names of parents,
place of work, dates of employment,
position title, etc.);

(8) Date of inquiry; and
(9) Signature of the requester.

The Section reserves the right to re-
quire compliance with the identifica-
tion procedures appearing at paragraph
(f) of this section where conditions
warrant.

(f) The requirement for identification
of individuals seeking access to records
are as follows:

(1) In person: Each individual making
a request in person shall be required to
present satisfactory proof of identity.
The means of proof, in the order of
preference and priority, are:

(i) A document bearing the individ-
ual’s photograph (for example, driver’s
license, passport or military or civilian
identification card);

(ii) A document bearing the individ-
ual’s signature, preferably issued for
participation in a federally sponsored
program (for example, Social Security

card, unemployment insurance book,
employer’s identification card, na-
tional credit card and professional,
craft or union membership card); and

(iii) A document bearing either the
photograph or the signature of the in-
dividual, preferably issued for partici-
pation in a federally sponsored pro-
gram (for example, Medicaid card). In
the event the individual can provide no
suitable documentation of identity, the
Section will require a signed statement
asserting the individual’s identity and
stipulating that the individual under-
stands the penalty provision of 5 U.S.C.
552a(i)(3).

(2) Not in person: If the individual
making a request does not appear in
person before the PA Officer, a certifi-
cate of a notary public or equivalent
officer empowered to administer oaths
must accompany the request.

(3) Parents of minors and legal guard-
ians: An individual acting as the par-
ent of a minor or the legal guardian of
the individual or an heir or legal rep-
resentative of a deceased person to
whom a record pertains shall establish
his or her personal identity in the man-
ner prescribed in either paragraph (f)(1)
or (2) of this section. In addition, such
individual shall establish his or her
identity in the representative capacity
of parent or legal guardian. In the case
of the parent of a minor, the proof of
identity shall be a certified or authen-
ticated copy of the minor’s birth cer-
tificate. In the case of a legal guardian
of an individual who has been declared
incompetent due to physical or mental
incapacity or age by a court of com-
petent jurisdiction, the proof of iden-
tity shall be a certified or authenti-
cated copy of the court’s order. A par-
ent or legal guardian may act only for
a living individual, not for a decedent.
A parent or legal guardian may be ac-
companied during personal access to a
record by another individual, provided
the requirements of paragraph (f) of
§ 1101.7 are satisfied. In the case of an
heir or legal representative of a de-
ceased person the proof of identity
shall be a certified copy of the Will, if
any; the order of a court of competent
jurisdiction admitting the Will to pro-
bate; the order of a court of competent
jurisdiction appointing an executor,
executrix, or administrator; a letter of
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administration; or any other documen-
tary evidence which establishes the
identity of the individual as an heir or
legal representative of a deceased per-
son.

(g) When the provisions of this part
are alleged to have the effect of imped-
ing an individual in exercising his or
her right to access, the Section will
consider, from an individual making a
request, alternative suggestions re-
garding proof of identity and access to
records.

(h) An inquiry which is not addressed
as specified in paragraph (b) of this sec-
tion or which is not marked as speci-
fied in paragraph (c) of this section will
be so addressed and marked by the Sec-
tion’s personnel and forwarded imme-
diately to the PA Officer. An inquiry
which is not properly addressed by the
individual will not be deemed to have
been ‘‘received’’ for purposes of meas-
uring time periods for response until
forwarding of the inquiry to the PA Of-
ficer has been effected. In each in-
stance when an inquiry so forwarded is
received, the PA Officer shall notify
the individual that his or her inquiry
was improperly addressed and the date
when the inquiry was received at the
proper address.

(i) Each inquiry received shall be
acted upon promptly by the PA Officer.
Although there is no fixed time when
an agency must respond to a request
for access to records under the Act,
every effort will be made to respond
within ten (10) days (excluding Satur-
days, Sundays and holidays) of the date
of receipt. If a response cannot be made
within ten (10) days, the PA Officer
shall send an acknowledgment during
that period providing information on
the status of the inquiry and asking for
such further information as may be
necessary to process the inquiry. Every
effort will be made to provide the re-
quested records within thirty (30) days.

(j) An individual shall not be required
to state a reason or otherwise justify
his or her inquiry.

§ 1101.7 Disclosure of records to indi-
viduals who are subjects of those
records.

(a) Each request received shall be
acted upon promptly by the PA Officer.
Every effort will be made to respond

within ten (10) days (excluding Satur-
days, Sundays, and holidays) of the
date of receipt. If a response cannot be
made within ten (10) days due to un-
usual circumstances, the PA Officer
shall send an acknowledgment during
that period providing information on
the status of the request and asking for
such further information as may be
necessary to process the request. Every
effort will be made to provide the re-
quested records within thirty (30) days.
‘‘Unusual circumstances’’ shall include
circumstances where a search for and
collection of requested records from in-
active storage, field facilities or other
establishments are required, cases
where a voluminous amount of data is
involved, instances where information
on other individuals must be separated
or expunged from the particular record,
and cases where consultations with
other agencies having a substantial in-
terest in the determination of the re-
quest are necessary.

(b) Grant of access:
(1) Notification.
(i) An individual shall be granted ac-

cess to a record pertaining to him or
her except where the record is subject
to an exemption under the Act and
these rules.

(ii) The PA Officer shall notify the
individual of such determination and
provide the following information:

(A) The methods of access, as set
forth in paragraph (b)(2) of this section;

(B) The place at which the records
may be inspected;

(C) The earliest date on which the
record may be inspected and the period
of time that the records will remain
available for inspection. In no event
shall the earliest date be later than
thirty (30) days from the date of notifi-
cation;

(D) The estimated date by which a
copy of the record could be mailed and
the estimate of fees pursuant to
§ 1101.11. In no event shall be estimated
date be later than thirty (30) days from
the date of notification;

(E) The fact that the individual, if he
or she wishes, may be accompanied by
another individual during the personal
access, subject to the procedures set
forth in paragraph (f) of this section;
and
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(F) Any additional requirements
needed to grant access to a specific
record.

(2) Method of access: The following
methods of access to records by an in-
dividual may be available depending on
the circumstances of a given situation:

(i) Inspection in person may be made
in the office specified by the PA Offi-
cer, between the hours of 8 a.m. and
4:30 p.m., Monday through Friday (ex-
cluding holidays);

(ii) Transfer of records to a Federal
facility more convenient to the indi-
vidual may be arranged, but only if the
PA Officer determines that a suitable
facility is available, that the individ-
ual’s access can be properly supervised
at that facility, and that transmittal
of the records to that facility will not
unduly interfere with operations of the
section or involve unreasonable costs,
in terms of both money and manpower;
and

(iii) Copies may be mailed at the re-
quest of the individual, subject to pay-
ment of the fees prescribed in § 1101.11.
The Section, at its own initiative, may
elect to provide a copy by mail, in
which case no fee will be charged to the
individual.

(c) Access to medical records: Upon
advice by a physician that release of
medical information directly to the re-
quester could have an adverse effect on
the requester, the Section may at-
tempt to arrange an acceptable alter-
native. This will normally involve re-
lease of such information to a physi-
cian named by the requester, with the
requester’s written consent. (Note that
release to any third party, including a
physician or family member, must
comply with the provisions of § 1101.8 of
this part.)

(d) The Section shall supply such
other information and assistance at
the time of access to make the record
intelligible to the individual.

(e) The Section reserves the right to
limit access to copies and abstracts of
original records, rather than the origi-
nal records. This election would be ap-
propriate, for example, when the record
is in an automated data media such as
tape of disc, when the record contains
information on other individuals, and
when deletion of information is permis-
sible under exemptions (for example 5,

U.S.C. 552(k)(1)). In no event shall
original records of the Section be made
available to the individual except
under the immediate supervision of the
PA Officer or his designee. Title 18
U.S.C. 2701(a) makes it a crime to con-
ceal, mutilate, obliterate, or destroy a
record filed in a public office, or to at-
tempt to do any of the foregoing.

(f) Any individual who request access
to a record pertaining to that indi-
vidual may be accompanied by another
individual of his or her choice. ‘‘Ac-
companied’’ includes discussion of the
record in the presence of the other in-
dividual. The individual to whom the
record pertains shall authorize the
presence of the other individual in
writing and shall include the name of
the other individual, a specific descrip-
tion of the record to which access is
sought, and the date and the signature
of the individual to whom the record
pertains. The other individual shall
sign the authorization in the presence
of the PA Officer or his designee. An
individual shall not be required to
state a reason or otherwise justify his
or her decision to be accompanied by
another individual during the personal
access to a record.

(g) Initial denial of access:
(1) Grounds. Access by an individual

to a record which pertains to that indi-
vidual will be denied only upon a deter-
mination by the PA Officer that:

(i) The record is subject to an exemp-
tion under the Act and these rules;

(ii) The record is information com-
piled in reasonable anticipation of a
civil action or proceeding;

(iii) The provisions of § 1101.7(c) per-
taining to medical records have been
temporarily invoked; or

(iv) The individual unreasonably has
failed to comply with the procedural
requirements of these rules.

(2) Notification. The PA Officer shall
give notice of denial of access of
records to the individual in writing and
shall include the following informa-
tion:

(i) The PA Officer’s name and title or
position;

(ii) The date of denial;
(iii) The reasons for the denial, in-

cluding citation to the appropriate sec-
tion of the Act and these rules;
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(iv) The individual’s opportunities for
further administrative consideration,
including the identity and address of
the responsible official;

(v) If stated to be administratively
final within the Section, the individ-
ual’s right to judicial review under 5
U.S.C. 552a(g) (1) and (5).

(3) Administrative review: When an
initial denial of a request is issued by
the PA Officer, the individual’s oppor-
tunities for further consideration shall
be as follows:

(i) As to denial under paragraph
(g)(1)(i) of this section, the sole proce-
dure is a petition for the issuance,
amendment, or repeal of a rule under 5
U.S.C. 553(e). Such petition shall be
filed with the Commissioner, United
States Section, International Bound-
ary and Water Commission, 4171 North
Mesa, Suite C–310, El Paso, TX 79902–
1422. If the exception was determined
by another agency, the PA Officer will
provide the individual with the name
and address of the other agency and
any relief sought by the individual
shall be that provided by the regula-
tions of the other agency. Within the
Section, no such denial is administra-
tively final until such a petition has
been filed by the individual and dis-
posed of on the merits by the Commis-
sioner.

(ii) As to denial under paragraphs
(g)(1), (ii), (iii) or (iv) of this section,
the individual may file for review with
the Commissioner, as indicated in the
PA Officer’s initital denial notifica-
tion.

(h) If a request is partially granted
and partially denied, the PA Officer
shall follow the appropriate procedures
of this section as to the records within
the grant and the records within the
denial.

§ 1101.8 Disclosure of records to third-
parties.

(a) The Section will not disclose any
information about an individual to any
person other than the individual except
in the following instances:

(1) Upon written request by the indi-
vidual about whom the information is
maintained;

(2) With prior written consent of the
individual about whom the information
is maintained;

(3) To the parent(s) of a minor child,
or the legal guardian of an incom-
petent person, when said parent(s) or
legal guardian act(s) on behalf of said
minor or incompetent person.

(4) When permitted under 5 U.S.C.
552a(b) (1) through (11) which provides
as follows:

(i) To those officers and employees of
the agency which maintains the record
who have a need for the record in the
performance of their duties;

(ii) Required under 5 U.S.C. 552 of the
U.S. Code;

(iii) For a routine use as defined in
the Act at 5 U.S.C. 552a(a)(7);

(iv) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to the provisions of title 13 of
the U.S. Code;

(v) To a recipient who has provided
the agency with advance adequate
written assurance that the record will
be used solely as a statistical research
or reporting record, and the record is
to be transferred in a form that is not
individually identifiable;

(vi) To the National Archives of the
United States as a record which has
sufficient historical or other value to
warrant its continued preservation by
the United States Government, or for
evaluation by the Administrator of
General Services or his designee to de-
termine whether the record has such
value;

(vii) To another agency or to an in-
strumentality of any governmental ju-
risdiction within or under the control
of the United States for a civil or
criminal law enforcement activity if
the activity is authorized by law, if the
head of the agency or instrumentality
has made a written request to the
agency which maintains the record
specifying the particular portion de-
sired and the law enforcement activity
for which the record is sought;

(viii) To a person pursuant to a show-
ing of compelling circumstances affect-
ing the health or safety of an indi-
vidual if upon such disclosure notifica-
tion is transmitted to the last known
address of such individual;
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(ix) To either House of Congress, or,
to the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress or subcommittee of
any such joint committee, and to a
Congressman who is acting on behalf of
his constituent;

(x) To the Comptroller General, or
any of his authorized representatives,
in the course of the performance of the
duties of the General Accounting Of-
fice; or

(xi) Pursuant to the order of a court
of competent jurisdiction;

(5) When required by the Act and not
covered explicitly by the provisions of
5 U.S.C. 552a(b). These situations in-
clude the following:

(i) Dissemination of a corrected or
amended record or notation of a dis-
agreement statement (5 U.S.C.
552a(c)(4));

(ii) Disclosure of records to an indi-
vidual to whom they pertain (5 U.S.C.
552a(d));

(iii) Civil actions by an individual (5
U.S.C. 552a(g));

(iv) Release of records or information
to the Privacy Protection Study Com-
mission (Section 5 of Pub. L. 93–579);

(v) Fulfill the needs of Office of Man-
agement and Budget to provide con-
tinuing oversight and assistance to the
section in implementation of the Act
(Section 6 of Pub. L. 93–579).

§ 1101.9 Exemptions.

The following are exempt from dis-
closure under 5 U.S.C. 552a (j) and (k):

(a) Any record originated by another
agency which has determined that the
record is exempt. If a request encom-
passes such a record, the Section will
advise the requester of its existence,
and of the name and address of the
source agency.

(b) Records specifically authorized
under criteria established by an execu-
tive order to be kept secret in the in-
terest of national defense or foreign
policy, and which are, in fact, properly
classified pursuant to such executive
order.

(c) Those systems of records listed as
exempt in the Notice of Records of the
FEDERAL REGISTER, including: Certifi-
cates of Medical Examination; Occupa-

tional Health and Injury Files; and In-
vestigative Records.

§ 1101.10 Accounting for disclosures.
(a) Each system manager shall estab-

lish a system of accounting for all dis-
closures of records, either orally or in
writing made outside the Section, un-
less otherwise exempted under this sec-
tion. Accounting procedures may be es-
tablished in the least expensive and
most convenient form that will permit
the PA Officer to advise individuals
promptly upon request of the persons
or agencies to which records con-
cerning them have been disclosed. Ac-
counting of disclosures made under 5
U.S.C. 552a(b)(7) relating to civil or
criminal law enforcement activities
shall not be made available to the indi-
vidual named in the record.

(b) Accounting records, at a min-
imum, shall include the date, nature,
and purpose of each disclosure of a
record and the name and address of the
person or agency to whom the disclo-
sure was made. Accounting records
shall be maintained for at least five
years or the life of the record, which-
ever is longer.

(c) Accounting is not required to be
kept for disclosure made within the
Section or disclosures made pursuant
to the Freedom of Information Act.

(d) If an accounting of the disclosure
was made, the PA Officer shall inform
any person or other agency about any
correction or notation of dispute made
by the Section in accordance with 5
U.S.C. 552a(d) of any record that has
been disclosed to the person or agency.

§ 1101.11 Fees.
(a) Under the Act, fees can only be

charged for the cost of copying records.
No fees may be charged for the time it
takes to search for the records or for
the time it takes to determine if any
exemptions apply. The Section will not
charge a fee for the first copy of an in-
dividual’s personnel record.

(b) The Section will charge a fee of
$0.10 per page for copies of documents
which are identified by an individual
and reproduced at the individual’s re-
quest for retention, except that there
will be no charge for requests involving
costs of $1.00 or less, but the copying
fees for contemporaneous request by
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the same individual shall be aggre-
gated to determine the total fee.

(c) Special and additional services
provided at the request of the indi-
vidual, such as certification or authen-
tication, will be charged to the indi-
vidual in accordance with other pub-
lished regulations of the Section pursu-
ant to statute (for example, 22 CFR
part 1102—Freedom of Information
Act.)

(d) Remittances shall be in the form
of either a personal check or bank
draft drawn on a bank in the United
States, a postal money order, or cash.
Remittance shall be made payable to
the order of the U.S. Section, Inter-
national Boundary and Water Commis-
sion, and delivered to or mailed to the
PA Officer, United States Section,
International Boundary and Water
Commission, 4171 North Mesa, Suite C–
310, El Paso, TX 79902–1422. The Section
will assume no responsibility for cash
sent by mail.

(e) A receipt for fees paid will be
given only upon request.

§ 1101.12 Request to correct or amend
a record.

(a) Any individual may submit a re-
quest for correction of or amendment
to a record to the Section. The request
should be made either in person or by
mail addressed to the PA Officer who
processed the individual’s request for
access to the record, and to whom is
delegated authority to make initial de-
terminations on requests for correction
or amendment.

(b) Since the request, in all cases,
will follow a request for access under
§ 1101.6, the individual’s identity will be
established by his or her signature on
the request.

(c) A request for correction or
amendment should be in writing. The
envelope containing the request should
be marked ‘‘Privacy Act Amendment
Request’’ on the lower left hand corner.
The request should include the fol-
lowing:

(1) First, the letter should state that
it is a request to amend a record under
the Privacy Act of 1974.

(2) Second, the request should iden-
tify the specific record and the specific
information in the record for which an
amendment is being sought.

(3) Third, the request should state
why the information is not accurate,
relevant, timely, or complete. Sup-
porting evidence may be included with
the request.

(4) Fourth, the request should state
what new or additional information, if
any, should be included in place of the
erroneous information. Evidence of the
validity of new or additional informa-
tion should be included. If the informa-
tion in the file is wrong and needs to be
removed rather than supplemented or
corrected, the request should make
this clear.

(5) Fifth, the request should include
the name, address, and telephone num-
ber (optional) of the requester.

§ 1101.13 Agency review of request to
correct or amend a record.

(a) (1) Not later than ten (10) days
(excluding Saturdays, Sundays and
holidays) after receipt of a request to
correct or amend a record, the PA Offi-
cer shall send an acknowledgment pro-
viding an estimate of time within
which action will be taken on the re-
quest and asking for such further infor-
mation as may be necessary to process
the request. The estimate of time may
take into account unusual cir-
cumstances as described in § 1101.7(a).
No acknowledgment will be sent if the
request can be reviewed, processed and
the individual notified of the results of
review (either compliance or denial)
within ten (10) days (excluding Satur-
days, Sundays and holidays). Requests
filed in person will be acknowledged in
writing at the time submitted.

(2) Promptly after acknowledging re-
ceipt of a request, or after receiving
such further information as might have
been requested, or after arriving at a
decision within ten (10) days, the PA
Officer shall either:

(i) Make the requested correction or
amendment and advise the individual
in writing of such action, providing ei-
ther a copy of the corrected or amend-
ed record or a statement as to the
means whereby the correction or
amendment was effected in cases where
a copy cannot be provided (for exam-
ple, erasure of information from a
record maintained only in an elec-
tronic data bank); or
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(ii) Inform the individual in writing
that his or her request is denied and
provide the following information:

(A) The PA Officer’s name, title and
position;

(B) The date of denial;
(C) The reasons for the denial, includ-

ing citation to the appropriate sections
of the Act and these rules;

(D) The procedures for appeal of the
denial as set forth in § 1101.14.

The term promptly in this paragraph
means within thirty (30) days (exclud-
ing Saturdays, Sundays and holidays).
If the PA Officer cannot make the de-
termination within thirty (30) days,
the individual will be advised in writ-
ing of the reason therefor and of the es-
timated date by which the determina-
tion will be made.

(b) Whenever an individual’s record is
corrected or amended pursuant to a re-
quest by that individual, the PA Offi-
cer shall notify all persons and agen-
cies to which copies of the record had
been disclosed prior to its correction or
amendment, if an accounting of such
disclosure required by the Act was
made. The notification shall require a
receipt agency maintaining the record
to acknowledge receipt of the notifica-
tion, to correct or amend the record,
and to apprise any agency or person to
which it has disclosed the record of the
substance of the correction or amend-
ment.

(c) The following criteria will be con-
sidered by the PA Officer in reviewing
a request for correction or amendment.

(1) The sufficiency of the evidence
submitted by the individual;

(2) The factual accuracy of the infor-
mation;

(3) The relevance and necessity of the
information in terms of purpose for
which it was collected.

(4) The timeliness and currency of
the information in light of the purpose
for which it was collected;

(5) The completeness of the informa-
tion in terms of the purpose for which
it was collected;

(6) The degree of possibility that de-
nial of the request could unfairly result
in determinations adverse to the indi-
vidual;

(7) The character of the record
sought to be corrected or amended; and

(8) The propriety and feasibility of
complying with the specific means of
correction or amendment requested by
the individual.

(d) The Section will not undertake to
gather evidence for the individual, but
does reserve the right to verify the evi-
dence which the individual submits.

(e) Correction or amendment of a
record requested by an individual will
be denied only upon a determination by
the PA Officer that:

(1) The individual has failed to estab-
lish, by a preponderance of the evi-
dence, the propriety of the correction
or amendment in light of the criteria
set forth in paragraph (c) of this sec-
tion;

(2) The record sought to be corrected
or amended was compiled in a termi-
nated judicial, quasi-judicial or quasi-
legislative proceeding to which the in-
dividual was a party or participant;

(3) The record sought to be corrected
or amended is the subject of a pending
judicial, quasi-judicial or quasi-legisla-
tive proceeding to which the individual
is a party or participant;

(4) The correction or amendment
would violate a duly enacted statute or
promulgated regulation; or

(5) The individual unreasonably has
failed to comply with the procedural
requirements of these rules.

(f) If a request is partially granted
and partially denied, the PA Officer
shall follow the approrpriate proce-
dures of this section as to the records
within the grant and the records within
the denial.

§ 1101.14 Appeal of agency decision
not to correct or amend a record.

(a) An appeal of the initial refusal to
amend a record under § 1101.13 may be
requested by the individual who sub-
mitted the request. The appeal must be
requested in writing, and state that the
appeal is being made under the Privacy
Act of 1974, it should identify the de-
nial that is being appealed and the
records that were withheld, it should
include the requester’s name and ad-
dress and telephone number (optional),
and it should be signed by the indi-
vidual making the request. It should be
received by the Section within sixty
(60) calendar days of the date the indi-
vidual is informed of the PA Officer’s
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refusal to amend a record in whole or
in part. The request should be ad-
dressed and sent via certified mail to
the Commissioner, United States Sec-
tion, International Boundary and
Water Commission, 4171 North Mesa,
suite C–310, El Paso, TX 79902–1422. The
processing of appeals will be facilitated
if the words ‘‘PRIVACY APPEAL’’ ap-
pear in capital letters on both the en-
velope and the top of the appeal papers.
An appeal not addressed and marked as
provided herein will be marked by Sec-
tion personnel when it is so identified
and will be forwarded immediately to
the Commissioner.

(b) The time for decision on the ap-
peal begins on the date the appeal is re-
ceived by the Commissioner. The ap-
peal should include any documenta-
tion, information or statements ad-
vanced for the amendment of the
record.

(c) There shall be a written record of
the reason for the final determination.
The final determination will be made
not later than thirty (30) days (exclud-
ing Saturdays, Sundays and holidays)
from the date the Commissioner re-
ceives the appeal; unless, for good
cause shown, the Commissioner ex-
tends such determination beyond the
thirty (30) day period.

(d) When the final determination is
that the record should be amended in
accordance with the individual’s re-
quest, the Commissioner shall direct
the office responsible for the record to
comply. The office responsible for the
record shall:

(1) Amend the record as directed;
(2) If a distribution of the record has

been made, advise all previous recipi-
ents of the record of the amendment
and its substance;

(3) So advise the individual in writ-
ing.

(e) When the final decision is that the
request of the individual to amend the
record is refused, the Commissioner
shall advise the individual:

(1) Of the refusal and the reasons for
it;

(2) Of his or her right to file a concise
statement of the reasons for dis-
agreeing with the decision of the Sec-
tion;

(3) Of the procedures for filing the
statement of disagreement;

(4) That the statement which is filed
will be made available to anyone to
whom the record is subsequently dis-
closed together with, at the discretion
of the Section, a brief statement by the
Section summarizing its reasons for re-
fusing to amend the record;

(5) That prior recipients of the dis-
puted record will be provided a copy of
any statement of dispute to the extent
that an accounting of disclosures was
maintained; and

(6) Of his or her right to seek judicial
review of the Section’s refusal to
amend the record.

(f) When the final determination is to
refuse to amend a record and the indi-
vidual has filed a statement under
paragraph (e)(2) of this section, the
Section will clearly annotate the
record so that the fact that the record
is disputed is apparent to anyone who
may subsequently have access to use or
disclose it. When information that is
the subject of a statement of dispute
filed by an individual is subsequently
disclosed, the Section will note that
the information is disputed and provide
a copy of the individual’s statement.
The Section may also include a brief
summary of the reasons for not making
a correction when disclosing disputed
information. Such statements will nor-
mally be limited to the reasons given
to the individual for not amending the
record. Copies of the Section’s state-
ment shall be treated as part of the in-
dividual’s record for granting access;
however, it will not be subject to
amendment by the individual under
these rules.

(g) An appeal will be decided on the
basis of the individual’s appeal papers
and the record submitted by the PA of-
ficer. No personal appearance or hear-
ings on appeals will be allowed.

§ 1101.15 Judicial review.

After having exhausted all adminis-
trative remedies set forth in
§ 1101.7(g)(3) or § 1101.14, a requester
may bring a civil action against the
Section, in a United States District
Court of proper venue, within two
years of the final administrative deci-
sion which the requester seeks to chal-
lenge.
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§ 1101.16 Criminal penalties.
(a) Under the provisions of the Act, it

is a Federal crime for any person to
knowingly and willfully request or ob-
tain information from a Federal agen-
cy, including this Section, by false pre-
tenses.

(b) It is also a crime for any officer or
employee of the Section to knowingly
and willfully:

(1) Make an unauthorized disclosure;
or

(2) Fail to publish public notice of a
system of records as required by 5
U.S.C. 552a(e)(4).

§ 1101.17 Annual report to Congress.
(a) On or before August 1 of each cal-

endar year the Commissioner shall sub-
mit a report covering the preceding
calendar year to the Speaker of the
House of Representatives and the
President of the Senate for referral to
the appropriate committees of the Con-
gress. The report shall include:

(1) The U.S. Section’s point of con-
tact responsible for implementing the
Privacy Act of 1974;

(2) The number of active systems,
new systems published, systems de-
leted, systems automated, either in
whole or part, number of existing sys-
tems for which new routine uses were
established, number of existing sys-
tems for which new exemptions were
claimed, number of existing systems
from which exemptions were deleted,
and number of public comments re-
ceived by the agency of publication of
rules or notices;

(3) Total number of requests for ac-
cess, number of requests wholly or par-
tially granted, number of requests to-
tally denied, number of requests for
which no record was found, number of
appeals of denials of access, number of
appeals in which denial was upheld,
number of appeals in which denial was
overturned either in whole or part,
number of requests to amend records in
system, number of amendment re-
quests wholly or partially granted,
number of amendment requests totally
denied, number of appeals of denials of
amendment requests, number of ap-
peals in which denial was upheld, num-
ber in which denial was overturned ei-
ther in whole or in part, whether the
U.S. Section denied an individual ac-

cess to his or her records in a system of
record on any basis other than a Pri-
vacy Act exemption under 5 U.S.C.
552(j) or (k), and the legal justification
for the denial, number of instances in
which individuals litigated the results
of appeals of access or amendment, and
the results of such litigation, and a
statement of our involvement in
matching programs;

(4) Any other information which will
indicate the U.S. Section’s effort to
comply with the objectives of the Act,
to include any problems encountered,
with recommendations for solving
thereof;

(5) And, a copy of these regulations.

PART 1102—FREEDOM OF
INFORMATION ACT

Sec.
1102.1 Purpose.
1102.2 Definitions.
1102.3 Procedures for requesting access to

records or information.
1102.4 Fees.
1102.5 Categories of requesters for fee pur-

poses.
1102.6 Fee waivers and appeals.
1102.7 The Section’s determination and ap-

peal procedures.
1102.8 Exemptions.
1102.9 Annual report to Congress.
1102.10 Examination of records.

AUTHORITY: 5 U.S.C. 552 (Pub. L. 90–23, as
amended by Pub. L. 93–502 and 99–570).

SOURCE: 55 FR 35898, Sept. 4, 1990, unless
otherwise noted.

§ 1102.1 Purpose.
The purpose of this part is to pre-

scribe rules, guidelines and procedures
to implement the Freedom of Informa-
tion Act (FOIA), 5 U.S.C. 552, as amend-
ed on November 21, 1974, by Public Law
93–502, and on October 27, 1986, by Pub-
lic Law 99–570.

§ 1102.2 Definitions.
Act means the Freedom of Informa-

tion Act, 5 U.S.C. 552, as amended.
Commercial-use request refers to a re-

quest from or on behalf of one who
seeks information for a cause or pur-
pose that furthers the commercial,
trade, or profit interests of the re-
quester or person on whose behalf the
request is made. In determining wheth-
er a requester properly belongs in this
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